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In this thesis, the authors studied the performance of physical layer security under the
correlated fading wire-tap channel. Compared with the traditional security methods,
such as cryptography, the new physical layer security has been regarded as a promising

technique to provide a strong form of security.

Available works related to physical layer security studies of wireless fading channel
models are mainly based on the assumption that communication channels are
independent from each other. In practice, however, the channels from a transmitter to
different receivers are correlated with different levels. Different from these works, this

thesis conducted the study for the correlated fading channels. The methods in our




theoretical analysis mainly combined the information theory, statistics, and integration

techniques of special functions, such as Marcum Q function.

- BONEMRDVRATLEBREZONFICEITSEE

The results of this thesis provide the following insights.
1. The theoretical models developed in this work will be helpful for the analysis of
applying physical layer security to achieve information security in wireless networks.
2. Our results reveal that channel correlation is always harmful to secrecy capacity, but
has both helpful and harmful effects on outage performance depending on secrecy rate
adopted in the transmission and also the SNR conditions of both main and eavesdropper
channels. These results are of great importance for network designers to design

practical secure systems based on the physical layer security.
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This thesis provides a comprehensive study on the fundamental performance limits of
physical layer security under correlated fading wire-tap channels. After providing
system models and defining some information theoretic metrics, the thesis started the
study from the scenario when transmission power is asymptotically infinite, where the
asymptotic outage performances were analyzed by employing information theory and
statistics. The thesis then extended the study to the limited transmission power
scenario, where closed-form secrecy capacity and outage performances were derived
based on information theory and integration techniques of Marcum Q function. Based
on the theoretical results, the inherent performance tradeoffs under the concerned
channel and also the potential impact of channel correlation on such tradeoffs were
analyzed. It is expected that theoretical models we developed could provide guideline
for efficient security systems design, and that the impacts of correlation on the security
performances we revealed would be helpful for network engineers to design practical

secure systems.



